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Restricting Keypad Access to One Output
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By default, keypad codes and tags can be used on either reader to operate the door they are linked to
with the Play Events conftrol (see below). Each reader can be assigned to either output (door) or both.
It is also possible to restrict a keypad code to one output (door) so that this keypad code can only operate

one output (door) and not the other output.

Play Events

Each output can be conftrolled by numerous events internal to
the conftroller. For example, a valid tag presented to the reader
generates and event which can be used to activate an output.

The activation can either be a fimed period, an ‘on’ activation,
an ‘off’ activation or a toggle activation (on, off, on of etc...).

Each activation type can have 2 trigger events. By default, the
‘1/#' output is activated for a timed period by the ‘Exit Switch’
input and the ‘Access Granted (Out)’ event. This means a valid
code or tag on the '‘Outer Reader’ will operate the # Output for
10s.

The second ‘2/*' output is operated by the ‘Inner Reader’ for a
timed period of about 10s by default.

These seftings can be viewed from the Live Screen by pressing

the ‘Play’ button on each output card.
Output 1 (#) is shown to the right.

Restricted Access

By making use of the additional * and # keys on most keypads, a keypad code
can be set which generates an event that is only able to operate one output
(or door). Whereas a standard numerical only code operates the oufput
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dependent on reader, the Restricted Code operates the output dependent on

the code entered. This means one controller can be used to operate 2 doors

with different sets of codes for each door.

Sefting a Code

In order to restrict a code, the last character in the code should be set to * or #
when entering it on the New/Amend User Screen. It's important it is the last

character.

When saved, the # key will be translated into the ‘B’ character and the * key
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will be translated into the A character. These characters are interchangeable

(i.e. you can enter A in place of * and vice versa).
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When the user types this code into the keypad, it will not be a valid code until

they have also entered the */# key.
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Selecting the Output

The installer should then return to the Live Screen and click the ‘Play Events’ button on the chosen output in
order to set this as the output for the # code. It does not necessarily have to be the # output!

The required event is the ‘Restricted Access (#)' for keypad codes ending in a # key. Similarly the required
event is ‘Restricted Access (*)' for codes ending in the * key.
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With reference to the picture above, when a code ending in # is entered on a keypad, this output will
activate. It is also possible to add ‘Access Granted’ to this output to allow people with unrestricted codes to
operate this door.

Limitations

It's unfortunate that the Output is named #/* and most keypads have a #/* key on the keypad. This can
cause confusion. The two things are unrelated!

There are only 2 timed events per output. If an exit switch is used there will only be space for one other
event.

A code ending in # or star will operate the corresponding door regardless of which keypad is it entered
into. This is not normally a problem as the user who knows the correct code for the door will normally be
operating the correct door.

There is no way of restricting access when using fags.

Security

Ensure only admin users have a ‘Full Access’ email address and/or ‘Admin’ phone number in the device's
Users page.

Each user should have their own code.

Threats to Existing Installations and Recommended Testing

Ensure the Play Events are set correctly on both oufpufts if implementing this solution.
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